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Accessing WCTS Network Resources using RSA Two Factor Authentication

Accessing Secure Citrix Portal

Is this your first time accessing Citrix using RSA security?
If yes, please read the sections below. If no, skip to Page 4.

If this is your first time connecting with your RSA key, you will need to select a private “PIN” number.
This “PIN” number is used in conjunction with the always changing number on the RSA Key for
authentication. Upon your first login, follow the steps below.

Note: When authenticating

“Passcode = Your Private PIN + TOKENCODE”

)

=3 y

—a

TOKENCODE

PIN Creation:

1. Open Internet Explorer
2. Navigate to https://WCTSKey.USDA.GOV

ﬂi USDA Portal #1 - Windows Internet Explorer
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CiTRIX web Portal (&

Secure WCTS Login ) | Restricted System - All Activity Logged

User name: -~ WARNING -~

| | This is a United States Department of Agriculture computer system,

PASSCODE: which may be accessed and used only for official Government
business (or as otherwise permitted by regulation) by authorized

| | personnel. Unauthorized access or use of this computer system may

D . subject violators to criminal, civil, and/or administrative action. All
omain:
information on this computer system may be intercepted, recorded,
|OCIO "l read, copied, and disclosed by and to authorized personnel for
official purposes, including criminal investigations. Access or use of
Advances d Options >>> this computer system by any person, whether authorized or

unauthorized, constitutes consent to these terms.

WCTS Message Center

Enter Your Network login credentials to connect to the Portal
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3. Enter your username in “User name:’ and in "Passcode’ enter only the tokencode (6
digit RSA code that shows up on your RSA key) and click the ‘Log In’ button. You will be
taken to the PIN creation screen shown below.

To understand how the RSAKey works go to Appendices A and B.
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Accessing WCTS Network Resources using RSA Two Factor Authentication

4. Choose “User generated” and click OK.

Ci'l'll!X' ‘ Web Portal

Sat PIN -@ Restricted System - All Activity Logged

A new PIN is required. Please obtain a new PIN
Either choose a new
PIM, or the system can
generate one for you.

You can choose a new PIN, or the system can generate one for you.

®  User generated WCTS Message Center
O system
generated

Enter Your Network login credentials to connect to the Portal

[ 0K ] [ Cancel

5. Type in a 4 digit PIN, then retype it in the second box for verification and click OK.
® -
CITRIX | Web Portal

set PIN @ Restricted System - All Activity Logged

You must choose a new PIN.
Mew PIN

MNew PIN again

Enter the new PIN in both boxes and click OK. After setting your PIN, you will need to log in with your new PIN.

| WCTS Message Center
Enter Your Network login credentials to connect to the Portal

6. Enter your Username, Passcode (your PIN number that you just created followed by the
tokencode. Click Login.
& O g8 wed Irrerface Log In | I -t
Ci‘l'lllx Web Interface
Log in L&) Welcome ‘ m
User name: Please log in
laubale

‘ To log in, enter the credentials requir

PASSCODE: PIN + TOKENCODE
If you do not know your log in inform:

M administrator.

Domain:

[ocio =] Message Center

Advanced Opticna >>> 4’ Your PIN has been set successfully. Please log in with your new PIN.

Login ||

|
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Accessing WCTS Network Resources using RSA Two Factor Authentication

7. You will be prompted to enter your network password for re-validation. Please enter
your network/windows password. And Click ‘Log In’.

¢ & Password required I |

Ci'I'R!X' Web Interface

Password required ) | Welcome

Enter your password to complete Please enter your password.
the authentication.

After entering the password, click Log In to complete the authentication.
Password:

sececccscecce Message Center

el | ‘j By supplying your password here, the system will remember it and allow you to

perform future log ins with just your PASSCODE.

After you have created your RSA “PIN” and for all subsequent logins, the process will be as follows:

1. Open Internet Explorer
2. Navigate to https://WCTSKey.USDA.GOV

ﬂ: LISDA Portal #1 - Windows Internet Explorer ‘lzl
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CiTRIX web Portal

Secure WCTS Login ) | Restricted System - All Activity Logged

User name: -~ WARNING -~

| | This is a United States Department of Agriculture computer system,
PASSCODE: which may be accessed and used only for official Government
business (or as otherwise permitted by regulation) by authorized
| | personnel. Unauthorized access or use of this computer system may
Domain: subject violators to criminal, civil, and/or administrative action. All
information on this computer system may be intercepted, recorded,
|OCIO "| read, copied, and disclosed by and to authorized personnel for
official purposes, including criminal investigations. Access or use of
this computer system by any person, whether authorized or

unauthorized, constitutes consent to these terms.
WCTS Message Center

Advanced Options >>>

Enter Your Network login credentials to connect to the Portal
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3. Enter your USDA network User name and Passcode (PIN followed by the Current 6 Digit code on
RSA Key).

Passcode = Your Private PIN + Tokencode

4. Click Log In.

5. Your Citrix Applications will now be available.

f.: Citrix Access Platform - Windows Internet Explorer E”E“El

= - . < =
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—
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CiTRIX = web Portal €Ty
Applications @ 2N @ % | Restricted System - All Activity Logged
& Ten ] e Citrix Applications B
Welcome to your personalized view of your Citrix
H@I applications. The Applications box contains icons for
the applications that you can use. Click an icon to
Access 2003 Access Access
2003 - DC 2003 - FC launch an application. Click Refresh to view the latest

applications. Click Settings to change your settings.
Click a folder icon to display its contents. If you have
problems using an application, please contact your
help desk or system administrator for more information.

|
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Adobe App Big Brother
Acrobat Deskto
Reader P WCTS Message Center
o x Enter Your Network login credentials to connect to
\& €] the Portal
Citrix DC Excel 2003
Access Desktop
Management
Console -

v

Done

& Local intranet #100% -

Quick RSA SecurlD Reminders

You should always protect your SecurlD token from extreme temperatures, damages, and theft.
e If you lose your token, notify Computer Support as soon as possible.
When signing in with your SecurlD token, make sure there are at least two dashes (that is

equivalent to 20 seconds) on the left of the displayed digits. This will ensure that the displayed
digits do not expire before they can be verified.

& @ ppsis

Each - disappears
after 10 seconds
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Appendix A

Brief Overview of Various Logon Process

I-Initial Logon to the Citrix Web Portal

User in accessing the Citrix Applications for the 1° time:

Enter Username &
Tokencode

lI-Consecutive Logons

Enter Username &

PIN+Tokencode

Enter Windows Access Granted to
Password Citrix Applications

For Users with established PIN and entered the Windows password previously:
Enter Username & Access Granted to
PIN+Tockencode Citrix Applications

Ill-Lost RSA Token or Forgotten PIN

A new token has been provided to replace the lost token and/or PIN has been reset.

Enter Username & Establish PIN code Enter Username & Access Granted to
Tokencode PIN+Tokencode Citrix Applications
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Appendix B

Your RSAKey device should look identical to the graphic depicted here:

3 | jj:ss:*.ss)
- =

Each - disappears
after 10 seconds

-,

- On the left hand side, you will see 6 small bars on top of each other.

- Each one of these bars stays on the display exactly 10 seconds.

- Because there is a total of 6 slashes, each complete revolution takes one minute, at which time,
the number in the display will change.

- If you happen to be logging in and there are only one or two slashes shown, you may want to
wait until it switches over to a new number due to the time it may take some users to enter
their PIN and Key Numbers.

- If you wait until it’s almost time to renew the number, it may switch just as you click login, and
your logon process may fail.
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